Guidance on Reporting the Loss/Theft of VA Research Data

It is the responsibility of all VAPHS research staff to ensure the security of VA research information. The loss or theft of any VA research data in any form, including data stored on desk-top or lap-top computers, portable storage devices and hard copies of research documents must be immediately reported to the appropriate individuals. This policy applies to research data that contains PHI as well as data that has been de-identified according to both HIPAA and DHHS requirements.  VA research data refers to data collected for, used in, or derived from the conduct of a research project.  
PROCEDURES FOR REPORTING THE LOSS OR THEFT OF VA RESEARCH DATA

Immediately upon the discovery of the loss or theft of VA research data you must notify the following individuals:
· Your immediate supervisor
· Dr. Ali Sonel, MD, FACC, FACP

      VAPHS Associate Chief of Staff for Research and Development
       412-954-5381
       Ali.Sonel@va.gov
· VAPHS Privacy Officer

       Andrew Sheffer
       412-954-4417
       Andrew.Sheffer@va.gov 
·   VAPHS Information Security Officer

        Judith Buccini

        412-954-5525
        Judith.Buccini@va.gov 
·   VAPHS Police Department

        412-688-6911 

· If the data loss or theft occurs while you are traveling, notify the police in the jurisdiction where the event occurred as well as hotel or institution security.  Obtain the case number and the name and badge number of the investigating officers.   
· If the data loss or theft occurs on a weekend or after-hours, contact the VAPHS operator (412-688-6000) who will assist you by paging the above-mentioned individuals. 
Be prepared to report the incident with as many details as you are able to provide at the time.  DO NOT DELAY REPORTING THE LOSS/THEFT OF RESEARCH DATA UNTIL MORE INFORMATION IS AVAILABLE.  Include information regarding when and where the incident occurred, exactly what data/equipment was lost or stolen, and who discovered the loss or theft. In addition, provide information regarding the number of records involved, whether or not the data was encrypted and/or password protected and the names of other individuals involved in the incident.
For questions regarding this policy please contact the Research Compliance Office at 412-954-5384.


