
VAPHS Office of Research and Development

Request for Approval of Off-Site Storage/Transfer of VA Research Data

VAPHS Policy mandates that off-site (outside of the VA entity) storage, transfer, or transmission of VA Research Data (whether sensitive in nature or not) must be approved by the Principal Investigator’s supervisor, the VAPHS Information Security Officer, the VAPHS Privacy Officer and the ACOS/R&D.  Please complete this form in its entirety, sign it, and obtain the signature of the Principal Investigator’s supervisor. Forms must then be submitted to the VAPHS Research Office for review. Notifications will be sent to the PI and/or contact person listed below. 

	Principal Investigator:      

	Phone:       

	Email:      

	Contact Person (if other than PI):

     
	Phone:      
	Email:      

	Fax Number (to which approval notification should be sent):      

	Title of Study:      


	MIRB #:      


	Date of Submission:      


	Type of Study (check all that apply):    FORMCHECKBOX 
 Local Site only             FORMCHECKBOX 
 Multicenter trial

	For Multicenter studies, please indicate which site is the coordinating site: 

 FORMCHECKBOX 
 VAPHS                                                                                                  

 FORMCHECKBOX 
 University of Pittsburgh   

 FORMCHECKBOX 
 Another VA facility, please specify:      
 FORMCHECKBOX 
 Other, please specify:      

	Sponsor:      

	Funding Source(s)      


1. Will any of the following identifiers be stored, transmitted and/or transferred outside of the VA entity: (Note:  This refers to identifiers being kept in electronic or paper format, including consent forms, hard copy data collection forms, and/or electronic case report forms)
	Names or any derivative of a name such as initials1
	 FORMCHECKBOX 
 YES      FORMCHECKBOX 
 NO
	Vehicle identifiers or license plate numbers
	 FORMCHECKBOX 
 YES      FORMCHECKBOX 
 NO

	Addresses1 
	 FORMCHECKBOX 
 YES      FORMCHECKBOX 
 NO
	Device identifiers and serial numbers
	 FORMCHECKBOX 
 YES      FORMCHECKBOX 
 NO

	Dates of Birth
	 FORMCHECKBOX 
 YES      FORMCHECKBOX 
 NO
	URLs
	 FORMCHECKBOX 
 YES      FORMCHECKBOX 
 NO

	Telephone numbers
	 FORMCHECKBOX 
 YES      FORMCHECKBOX 
 NO
	Internet Protocol (IP) addresses

	 FORMCHECKBOX 
 YES      FORMCHECKBOX 
 NO

	Fax numbers
	 FORMCHECKBOX 
 YES      FORMCHECKBOX 
 NO
	Biometric identifiers including fingerprints and voiceprints
	 FORMCHECKBOX 
 YES      FORMCHECKBOX 
 NO

	E-mail addresses
	 FORMCHECKBOX 
 YES      FORMCHECKBOX 
 NO
	Full-face photographs, and any comparable images
	 FORMCHECKBOX 
 YES      FORMCHECKBOX 
 NO

	Social Security Numbers (real or scrambled) or any other derivative of SSN

	 FORMCHECKBOX 
 YES      FORMCHECKBOX 
 NO
	Certificate or license numbers
	 FORMCHECKBOX 
 YES      FORMCHECKBOX 
 NO

	Medical Record Numbers
	 FORMCHECKBOX 
 YES      FORMCHECKBOX 
 NO
	Account numbers
	 FORMCHECKBOX 
 YES      FORMCHECKBOX 
 NO

	Health plan beneficiary numbers
	 FORMCHECKBOX 
 YES      FORMCHECKBOX 
 NO
	Any other unique identifying characteristic or code
	 FORMCHECKBOX 
 YES      FORMCHECKBOX 
 NO


2. Is any of the information to be stored, transmitted and/or transferred off-site considered de-identified
: 
 FORMCHECKBOX 
 NO

 FORMCHECKBOX 
 YES (If yes, please answer items 2a and 2b)

2a. Please describe the steps that will be taken to verify that the data is de-identified:      
2b. Please describe where the de-identified data will be stored, transmitted, and/or transferred to (be as specific as possible):      
3. Is any of the information to be stored, transmitted, and/or transferred off-site considered to be a limited data set
:

 FORMCHECKBOX 
 NO

 FORMCHECKBOX 
 YES (If yes, please answer items 3a thru 3c)
3a. Please describe the limited data set information that will be stored, transmitted, and/or transferred off-site:      
3b. Please describe the steps that will be taken to verify that the data constitutes a limited data set:      
3c. Please describe where the limited data set will be stored, transmitted, and/or transferred to (be as specific as possible):      
4. Is any of the information to be stored, transmitted and/or transferred off-site considered VA Sensitive Information
:
 FORMCHECKBOX 
 NO

 FORMCHECKBOX 
 YES (If yes, please answer items 4a thru 4c)
4a. Please provide a justification for why the data must be stored, transmitted, and/or transferred off-site:      
4b. Will subjects be signing an informed consent document with HIPAA Authorization or a free-standing HIPAA Authorization which describes the sensitive information being stored, transmitted, and/or transferred off-site:


 FORMCHECKBOX 
 NO (please answer items 4c and 4d)




 FORMCHECKBOX 
 YES (please skip to item 5)


 FORMCHECKBOX 
 NA

4c. Will a Waiver of HIPAA Authorization be sought from the VAPHS IRB:


 FORMCHECKBOX 
 NO



 FORMCHECKBOX 
 YES 

4d. Will VA sensitive data reside on a non-VA server:

 FORMCHECKBOX 
 NO

 FORMCHECKBOX 
 YES (Please answer items 4c1 and 4c2)


4c1. Is the server FISMA 2002 compliant: 



 FORMCHECKBOX 
 YES



 FORMCHECKBOX 
 NO



 FORMCHECKBOX 
 Unknown

4c2. Please provide the location of the server as well as the name and phone number/email address for a point of contact at the server site:

     
5. Please indicate below each of the methods that will be used to transmit and/or transfer the data off-site (check all that apply):

	Method
	Is it being Used?
	VA Issued       
	Encrypted/Password Protected

	Laptop Computer
	 FORMCHECKBOX 
 YES     FORMCHECKBOX 
 NO
	 FORMCHECKBOX 
 YES     FORMCHECKBOX 
 NO
	 FORMCHECKBOX 
 YES     FORMCHECKBOX 
 NO

	CD-ROM/DVD
	 FORMCHECKBOX 
 YES     FORMCHECKBOX 
 NO
	 FORMCHECKBOX 
 YES     FORMCHECKBOX 
 NO
	 FORMCHECKBOX 
 YES     FORMCHECKBOX 
 NO

	Electronic Mail
	 FORMCHECKBOX 
 YES     FORMCHECKBOX 
 NO
	 FORMCHECKBOX 
 YES     FORMCHECKBOX 
 NO
	 FORMCHECKBOX 
 YES     FORMCHECKBOX 
 NO

	USB/Thumb Drive
	 FORMCHECKBOX 
 YES     FORMCHECKBOX 
 NO
	 FORMCHECKBOX 
 YES     FORMCHECKBOX 
 NO
	 FORMCHECKBOX 
 YES     FORMCHECKBOX 
 NO

	Website (please provide URL address):


	 FORMCHECKBOX 
 YES     FORMCHECKBOX 
 NO
	 FORMCHECKBOX 
 YES     FORMCHECKBOX 
 NO
	 FORMCHECKBOX 
 YES     FORMCHECKBOX 
 NO

	Fax
	 FORMCHECKBOX 
 YES     FORMCHECKBOX 
 NO
	 FORMCHECKBOX 
 YES     FORMCHECKBOX 
 NO
	 FORMCHECKBOX 
 YES     FORMCHECKBOX 
 NO

	Method
	Is it being 
Used? 
	VA Issued
	Encrypted/Password Protected

	Mail/Delivery Service using a Chain of Custody 
	 FORMCHECKBOX 
 YES     FORMCHECKBOX 
 NO
	 FORMCHECKBOX 
 YES     FORMCHECKBOX 
 NO
	 FORMCHECKBOX 
 YES     FORMCHECKBOX 
 NO

	Locked Briefcase/Storage Container
	 FORMCHECKBOX 
 YES     FORMCHECKBOX 
 NO
	 FORMCHECKBOX 
 YES     FORMCHECKBOX 
 NO
	 FORMCHECKBOX 
 YES     FORMCHECKBOX 
 NO

	Other (please describe):      
	 FORMCHECKBOX 
 YES     FORMCHECKBOX 
 NO
	 FORMCHECKBOX 
 YES     FORMCHECKBOX 
 NO
	 FORMCHECKBOX 
 YES     FORMCHECKBOX 
 NO

	Other (please describe):      
	 FORMCHECKBOX 
 YES     FORMCHECKBOX 
 NO
	 FORMCHECKBOX 
 YES     FORMCHECKBOX 
 NO
	 FORMCHECKBOX 
 YES     FORMCHECKBOX 
 NO


6. Please state when the data will be returned or destroyed:      
7. Please describe the methods to be used to destroy the data or return it to VAPHS:      
Investigator’s Certification:
I certify that the information provided on this form is accurate and complete. I understand that I do not have permission to store and/or transfer VA research data collected in association with this study until I have received an approved copy of this request form bearing the signatures of my supervisor, the VAPHS Privacy Officer, the VAPHS Information Security Officer, and the VAPHS ACOS/R&D (or his designee).

____________________________

________________

Investigator’s Signature



Date

Evaluation of Request for Approval of Off-site Storage/Transfer of Research Data

	Approve
	Disapprove
	Title
	Printed Name
	Signature
	Date

	
	
	PI’s Supervisor
	
	
	

	
	
	VAPHS PO
	
	
	

	
	
	VAPHS ISO
	
	
	

	
	
	ACOS/R&D
	
	
	


Appendix A

HIPAA Identifiers
These 18 identifiers must be removed to consider the data de-identified. The identifiers may either apply to the individual, the individual’s relatives, the individual’s employer, or the individual’s household members. 
	(1) Names 


	(11) Certificate or license numbers 



	(2) All geographic subdivisions smaller than a state, except for the initial three digits of the zip code if the geographic unit formed by combining all zip codes with the same three initial digits contains more than 20,000 people 


	(12) Vehicle identifiers and license plate numbers 



	(3) All elements of dates except year for dates directly related to an individual, including birth date, admission date, discharge date, date of death; and all ages over 89 and all elements of dates (including year) indicative of such age, except that such ages and elements may be aggregated into a single category of age 90 or older. 


	(13) Device identifiers and serial numbers 



	(4) Telephone numbers 


	(14) URLs

	(5) Fax numbers 


	(15) Internet Protocol (IP) addresses 



	(6) E-mail addresses 


	(16) Biometric identifiers including fingerprints and voiceprints 



	(7) Social security numbers 


	(17) Full-face photographs and any comparable images 



	(8) Medical record numbers 


	(18) Any other unique, identifying characteristic or code, except as permitted for re-identification in the Privacy Rule

	(9) Health plan beneficiary numbers 


	

	(10) Account numbers 


	


Note: In addition, the covered entity must also have no actual knowledge that the remaining information could be used alone or in combination with other information to identify the person who is the subject of the information.
Appendix B

Limited Data Sets
The following identifiers must be removed from a data set containing health information for the data set to be considered a limited data set. The identifiers may either apply to the individual, the individual’s relatives, the individual’s employer, or the individual’s household members. 

(1) Names 

(2) Postal address other than town, city, state, and ZIP code 

(3) Telephone numbers 

(4) Fax numbers 

(5) SSNs 

(6) Medical Record number 

(7) Health plan beneficiary numbers 

(8) Account numbers 

(9) Certificate/license numbers 

(10) Vehicle identifiers and serial numbers including license plate numbers 

(11) Device identifiers & serial numbers 

(12) Web universal resource locators (URLs) 

(14) Internet protocol (IP) address 

(15) Biometric identifiers, including fingerprints & voice prints 

(16) Full-face photographic images and any comparable images 

Note: A limited data set may be considered human subjects research depending on the type of data it contains. 

Appendix C
VA Sensitive Information. All Department data, on any storage media or in any form or format, which requires protection due to the risk of harm that could result from inadvertent or deliberate disclosure, alteration, or destruction of the information.  This term includes information whose improper use or disclosure could adversely affect the ability of an agency to accomplish its mission, proprietary information, or records about individuals requiring protection under various confidentiality provisions such as the Privacy Act or the Health Insurance Portability and Accountability Act (HIPAA) Privacy rule.  It also includes information that can be withheld under the Freedom of Information Act (FOIA).  Examples of VA sensitive information include the following:  individually-identifiable medical, benefits, and personnel information; financial, budgetary, research, quality assurance, confidential commercial, critical infrastructure, investigatory, and law enforcement information; information that is confidential and privileged in litigation such as information protected by the deliberative process privilege, attorney work-product privilege, and the attorney-client privilege; and other information which, if released, could result in violation of law or harm or unfairness to any individual or group, or could adversely affect the national interest or the conduct of federal programs. Sensitive information within the VA includes includes the following types of information: Sensitive Personal Information (SPI), and Regulatory/Program Specific Information.






� If name, address or SSN (or any derivative of name address or SSN) will be sent off site, this will require a vote by the fully convened IRB.


� See Appendix A for a description of de-identified information


� See Appendix B for a description of a limited data set





� See Appendix C for a description of VA sensitive information
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